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FREEDOM OF INFORMATION ACT

FOIA suit against FBI seeks Black Lives Matter 
surveillance
By Melissa J. Sachs

Two nonprofit groups have sued the U.S. government in New York federal court, 
seeking public records about the monitoring and surveillance of public protests  
concerning Black Lives Matter, racial inequalities, police violence and criminal justice.

REUTERS/Andrew Kelly

The petitioners say the FBI has failed to produce records of coordinated government efforts to 
monitor Black Lives Matter group protests, like this one that took place Aug. 1 in New York City.  

Color of Change et al. v. U.S. 
Department of Homeland 
Security et al., No. 16-cv-8215, 
complaint filed (S.D.N.Y. Oct. 20, 
2016).

The FBI and the Department of 
Homeland Security have failed 
to produce records or respond to 
requests within the time limits set 
by the Freedom of Information 
Act, 5 U.S.C.A. § 552, nonprofits 
Color of Change and Center for 
Constitutional Rights say in their 
lawsuit filed in the U.S. District 
Court for the Southern District of 
New York.

“Reports of defendants’ monitoring and surveillance of [Black Lives Matter] activities and protests  
raise concerns that defendants are targeting First and Fourth Amendment-protected activities based on 
race and political viewpoints in order to chill dissent,” the complaint says.
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EXPERT ANALYSIS

European Court of Justice: IP addresses are personal information
By Alex van der Wolk, Esq., and Hanno Timner, Esq. 
Morrison & Foerster 

Alex van der Wolk (L), a partner at Morrison & Foerster, focuses on data protection information 
and communications technology law at the firm’s Brussels and London offices. He advises global 
companies on data protection strategy and compliance for all aspects of information management. 
He can be reached at avanderwolk@mofo.com. Hanno Timner  (R) is the co-managing partner of 
the firm’s Berlin office and head of the employment and labor practice group in Germany. He advises 
and represents national and international employers in all labor law issues and disputes. He can 
be reached at htimner@mofo.com. This expert analysis was first published Oct. 25 as Morrison & 
Foerster Client Alert. Republished with permission. 

On October 19, 2016, the European Court 
of Justice (“ECJ” or the “Court”) held that 
dynamic internet protocol (“IP”) addresses 
collected by an electronic service provider 
(e.g., website owners) qualify as personal 
information under EU privacy laws (Breyer v. 
Germany, Case C-582/14). 

The Court’s ruling means that websites that 
use visitors’ IP addresses, for instance, to 
analyze the use of their website (analytics) or 
for online marketing purposes (such as device 
fingerprinting or other forms of retargeting), 
could now be required to first obtain the 
user’s consent (unless another legal basis is 
applicable). 

However, the ruling can also have 
implications for companies’ use of key-coded 
or de-identified data, even if a company itself 
does not hold the key necessary to re-identify 
individuals or would need to obtain such 
a key in legal proceedings through a court 
order. 

If it is possible to indirectly relate key-
coded or de-identified information back 
to an identified person, companies could 
be required to treat such information as 
personal information, for which a legal basis 
needs to be secured.

In the case before the Court, a German 
politician sought to enjoin the German 
Federal Government from storing IP 

addresses of users visiting German public 
institutions’ websites. The referring court (the 
German Supreme Court, Bundesgerichtshof) 
referred two questions to the ECJ for a 
preliminary ruling:

1. Does a dynamic IP address, which a 
website is not directly able to relate to 
an identified user, qualify as personal 
information; and

2. May local law set restrictions on a 
company’s ability to use such an IP 
address on the basis of the legal basis 
of “legitimate interest”?

THE FIRST REFERRING QUESTION — 
PERSONAL INFORMATION

The ECJ held that, although a website owner 
typically cannot directly identify users by 
their IP addresses, the user’s Internet access 
provider, which enables the user’s access to 
Internet and assigns the IP address to the 
user, is able to relate the IP address to an 
identified user. 

The Court took into account that the 
electronic service provider cannot directly 
identify its users based on dynamic IP 
addresses, because (i) the dynamic IP 
address is assigned to a user by the Internet 
access providers, not by the electronic service 
provider; (ii) the IP address is only unique to 
the user for as long as the Internet connection 

is active and reassigned to another internet 
user, thereafter; and (iii) only the telecom 
company has the information linking the 
dynamic IP address to the Internet user. 

The Court reasoned that if a website owner 
wanted to obtain the identity of a visitor (e.g., 
in case of a cyber-attack), it would be able 
to do so via that Internet access provider 
— through a court order if needed. For that 
reason, the Court held that IP addresses 
can be used to indirectly identify a user and, 
therefore, qualify as “personal information” 
under applicable data protection laws.

This is significant because the ECJ has now 
formally held that if anyone has the ability 
to identify the individual indirectly (even 
if it is a different company that has the key 
and a court order would be required), the 
de-identified or key information could still 
qualify as personal information.

THE SECOND REFERRING QUESTION 
— LEGITIMATE INTEREST

The second referring question arose because 
German law (the Telemedia Act) places 
limitations on websites to collect personal 
information. The law provides that websites 
may only collect personal information 
without the users’ consent if this is necessary 
to provide or invoice their service. The German 
government’s use of IP addresses did not fall 
under these authorized uses described in the 
Telemedia Act.

The ECJ held that the German Telemedia 
Act unduly limits companies’ use of their 
“legitimate interest” ground (Art. 7 of the EU 
Privacy Directive 95/46). The Court indicated 
that, in addition to providing or invoicing 
for services, there could very well be other 

Electronic service  
providers/website operators 

will no longer be able to 
argue that IP addresses are 

anonymous information.
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purposes of a website’s use of personal 
information that are within the website’s 
legitimate interest. 

The German Telemedia Act, however, does 
not allow those other purposes. As a result, 
it limits the scope of Art 7 of the Directive, 
which the Court held is not permitted; 
Member states are precluded from 
imposing additional requirements on any 
of the principles provided for in Art. 7 of the 
Directive. 

This is also important because the ECJ 
has now said that laws that place undue 
burden on an organization’s ability to use 
the legitimate interest ground as a basis 
for legitimizing the collection and use of 
personal information are not permitted.

IMPLICATIONS FOR BUSINESS

Electronic service providers/website 
operators will no longer be able to argue that 
IP addresses are anonymous information. 
Therefore, where collecting and storing the 
IP addresses is not essential to providing 
the services, organizations may now be 
required to obtain user consent or being 
able to legitimize the use based on a specific 
legitimate interest (e.g., security or allowing 
the website to operate). 

It should be noted that, under the GDPR, 
electronic service providers will have to 
specifically inform users of what that 
legitimate interest is, and they will need to 
be able to account for the collection of IP 
addresses, as well as key coded information, 
including the need to articulate the legal 
basis of such data processing.

The case will further impact the controversy 
around key coding and anonymization more 
generally. Some Member States consider 
that information is anonymous when the 
holder of the key coded information cannot 
re-identify it, even if a third party has the 
key. Other Member States take the view 
that as long as someone can re-identify the 
information, it remains personal information. 

The ECJ’s findings clearly back up this second 
approach and will make it very difficult, if 
not impossible, to maintain the view that 
key-coded information does not qualify as 

The case may be especially 
important for electronic 

service providers involved 
in connected devices in the 

Internet of Things.

personal information so long as the key 
exists.  

The case may be especially important for 
electronic service providers involved in 
connected devices in the Internet of Things. 
The extension of the IP address pool (IPv4 
to IPv6) is set to vastly expand the number 
of available IP addresses. Combined with 
the rise of “smart” technology in every day 
appliances, technologists expect that in the 
future, most man-made objects will have 
some type of Internet connectivity, each with 
a unique IP address. 

If these devices were to communicate 
remotely with electronic service providers, 
such communication would likely expose 
the IP address to the electronic service 
provider and thereby trigger data protection 
rules (which, again, will typically mean user 
consent or, at least, express notice as to 
the processing, backed up by a legitimate 
interest).

This decision is also very important for 
companies involved in medical and drug 
research, or in the pharmaceutical industry, 
which relies in large part on using key-coded 
data.

The decision of the ECJ confirms the opinion 
of the Advocate General in May 2016.  WJ

INSURANCE

No coverage for $2.4 million transfer to criminals, 5th Circuit says
By Melissa J. Sachs

A “computer fraud” provision in a crime-protection insurance policy did not cover an oil and gas company’s $2.4 million 
in losses when an employee authorized fraudulent transfers to a crime group’s bank account, a federal appeals court 
has ruled.

Apache Corp. v. Great American Insurance 
Co., No. 15-20499, 2016 WL 6090901 (5th 
Cir. Oct. 18, 2016).

Great American Insurance convinced the 
5th U.S. Circuit Court of Appeals to vacate 
a judgment in favor of policyholder Apache 
Corp. based on the crime-protection policy’s 
plain language and uniform interpretations 
of the contract’s computer-fraud provision 
from various jurisdictions.

The criminals may have emailed Apache 
with instructions directing payment to the 
fraudulent account, but the oil and gas 
company opted to transfer the funds rather 
than accurately investigate the new account 
information, according to the opinion.

“The email was part of the scheme, but the 
email was merely incidental to the occurrence 
of the authorized transfer of money,” the per 
curiam appeals court opinion said.

The three-judge panel vacated the lower 
court’s decision and rendered judgment for 
Great American.

Apache is an international oil and gas 
company based in Houston, Texas.

In March 2013 an Apache employee in 
Scotland received a phone call from a 
person who identified herself as a Petrofac 
representative, the opinion said. Petrofac is 
one of Apache’s U.K.-based vendors.
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Hunton & Williams attorneys on cyber coverage 
after Apache

Based on a recent 5th U.S. Circuit 
Court of Appeals decision, Hunton & 
Williams attorneys Michael S. Levine 
and Matthew T. McLellan say  
policyholders should evaluate their 
insurance coverage, including  
cyber or other relevant policies, for 
computer-related events.

The Apache decision illustrates the narrow scope of coverage afforded to crime policy 
“computer fraud” provisions and effectively constrains the computer-fraud coverage to 
“hacking” type events. 

To trigger this coverage, the court intimated that it is not enough that a criminal utilize a 
computer as an instrumentality to perpetuate a scheme. 

Rather, the computer use necessary to trigger coverage must be the direct cause of the 
fraudulent transfer of money. 

Although Apache involved a traditional crime policy, the decision has the potential to affect 
all technology and cyber-related coverages. 

For instance, in the case of cyber coverage, where the covered loss may include the 
release of personally identifiable information (PII) or other sensitive electronically stored 
information, under an Apache-type analysis, a policy affording coverage only where a 
breach results “directly from the use of any computer” may not afford coverage where the 
breach results from other known cyber risk events, such as skimming or the physical loss of 
firmware or storage media that contains the sensitive information. 

Likewise, where a company is induced to share PII or other information via means other 
than computer (as was the case in Apache, where the initial contact was made by phone), 
such a resulting breach may not be covered, even when the resulting breach occurred via 
computer.  

Experienced coverage counsel can help policyholders evaluate their coverages, both 
legacy and cyber, and assist with endorsing policy language to address gaps or otherwise 
identify other types of policies or coverages that might apply to a particular risk.  

Matthew T. McLellanMichael S. Levine

The caller advised the Apache employee 
to change Petrofac’s bank information and 
send payments to the new account effective 
immediately, the opinion said.

The Apache employee directed the caller 
to submit the change request on Petrofac 
letterhead, according to the opinion.

About a week later, Apache’s accounts-
payable department received an email from 
an address associated with petrofacltd.com, 
instructing the oil and gas company to direct 
all payments to Petrofac’s new bank account, 
the opinion said.

Petrofac’s actual domain is petrofac.com, the 
opinion added.

The email from the fraudulent domain 
included an attachment on Petrofac 
letterhead with the request, according to the 
opinion.

An Apache employee called the number on 
the attachment to verify the request, the 
opinion said.

After the employee confirmed the 
request, another employee approved and 
implemented the change, transferring all 
new payments for Petrofac’s invoices to the 
updated account, according to the opinion.

Within a month, Petrofac contacted Apache 
about $7 million in outstanding invoices, the 
opinion said.

Apache discovered through an investigation 
the funds were likely transferred to criminals 
in Latvia, according to the opinion.

Although Apache recovered most of the 
money, it submitted a $2.4 million claim to 
Great American before the $1 million policy 
deductible, under the computer-fraud 
provision, the opinion said.

Great American denied the claim, arguing 
the loss did not directly result from a 
computer and a computer did not cause the 
funds transfer, according to the opinion.

Apache sued Great American in Texas state 
court, and the Ohio-based insurer removed 
the suit to the U.S. District Court for the 
Southern District of Texas, where both parties 
filed summary judgment motions.

U.S. District Judge Alfred H. Bennett ruled in 
favor of Apache but denied the policyholder’s 
request for statutory penalties under Tex. 
Ins. Code Ann. §  542.060. Apache Corp. v. 
Great Am. Ins. Co., No. 14-cv-237, 2015 WL 
7709584 (S.D. Tex. Aug. 7, 2015).

Both parties appealed to the 5th Circuit.

After examining other courts’ interpretations 
of similar policies, the 5th Circuit panel ruled 
in favor of Great American.

“With the exception of the District Court’s 
ruling at issue, there is cross-jurisdictional 
uniformity in declining to extend coverage 
when the fraudulent transfer was the result of 
other events and not directly by the computer 
use,” the opinion said.

The panel declined to rule on statutory 
penalties based on its judgment that Great 
American owed no coverage.  WJ

Attorneys:
Plaintiff/appellee/cross-appellant: Patrick W. 
Mizell and Deborah Carleton Milner, Vinson & 
Elkins, Houston, TX; David H. Brown, Brown & 
Kornegay, Houston, TX

Defendant/appellant/cross-appellee: Francis J. 
Nealon and Michael A. Graziano, Eckert, Seamans, 
Cherin & Mellott, Washington, DC; William G. 
Winget, Harris B. Katz and Garry T. Stevens Jr., 
Winget, Spadafora & Schwartzberg, New York, 
NY; Martin S. Schexnayder, Winget, Spadafora & 
Schwartzberg, Houston, TX

Related Filing: 
Opinion: 2016 WL 6090901

See Document Section B (P. 26) for the opinion.
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DATA BREACH

Scottrade’s ‘deficient’ security is focus of data breach appeal
By Melissa J. Sachs

Scottrade Inc. should face a class action after hackers accessed the brokerage firm’s network and exported personal 
information for more than 4.6 million clients, according to a customer’s brief filed in a federal appeals court.

REUTERS/Jim Young

Kuhns v. Scottrade Inc., No. 16-3426, 
appellant’s brief filed (8th Cir. Oct. 17, 2016).

The federal trial court in Missouri incorrectly 
said Scottrade’s customers could not pursue 
their data breach lawsuit without alleging 
actual injuries such as specific instances of 
identity theft, Matthew Kuhns argues to the 
8th U.S. Circuit Court of Appeals.

Kuhns argues he and the other affected 
Scottrade customers sufficiently alleged a 
substantial risk of harm once hackers stole 
their personal information — which qualifies 
as an Article III injury.

Article III of the U.S. Constitution requires 
plaintiffs to show a concrete, particularized, 
and actual or imminent injury to have 
standing in federal court.

Kuhns and the other affected customers 
spent time and money protecting their 
identities once they learned about the 
breach, which also gives them standing to 
sue, the brief says. 

He asks the 8th Circuit to revive the lawsuit 
against the St. Louis-based financial services 
company.

4.6 MILLION CUSTOMERS 
BREACHED

According to Kuhns’ brief, customers opening 
an account with Scottrade must provide their 
personal identifying information, including 
names, Social Security numbers or tax 
identification numbers, as well as home and 
email addresses. 

Customers also must sign a brokerage 
agreement incorporating the firm’s privacy 
policy, which says it safeguards customers’ 
PII using security measures that comply with 
federal law, the brief says.

Despite the firm’s representations, between 
September 2013 and February 2014, 
hackers exported PII belonging to millions 
of Scottrade customers, including Kuhns, 
according to his brief.

The hackers used the stolen information 
to manipulate stock prices and operate 
illegal online gambling websites and a 
bitcoin exchange, setting up dozens of shell 
companies and creating fake passports 
or other fraudulent credentials with fake 
identities, the brief says. 

Scottrade was unaware of the breach until 
the FBI alerted the firm in August 2015, 
Kuhns says.

According to Kuhns’ brief, Scottrade 
waited about two months before notifying 
customers, but even then it failed to disclose 
the scope of the breach or ongoing threat.

Meanwhile, Scottrade knew about its 
deficient security measures because it had 
experienced another breach in May 2014, 
the brief says. It also had been fined and 
publicly reprimanded for failing to comply 
with industry standards for network security, 
the brief adds.

Various customers sued Scottrade, alleging 
breach of contract, negligence and  
consumer protection violations. The suits 
were consolidated in the U.S. District Court 
for the Eastern District of Missouri.

NO IDENTITY THEFT, NO ARTICLE III 
STANDING
Scottrade argued the customers failed to 
allege any injuries in fact and lacked standing 
to pursue the federal lawsuit.

U.S. Magistrate Judge Shirley Padmore 
Mensah agreed with Scottrade, dismissing 
the suit. Duqum v. Scottrade Inc., No. 15-cv-
1537, 2016 WL 3683001 (E.D. Mo. July 12, 
2016).

With no instances of identity theft, the 
Scottrade customers could not show they 
had Article III standing, she said. 

The customers also had argued they had a 
bargained-for expectation that Scottrade 
would safeguard their personal information 
with adequate data security measures, but 
they received deficient protections. Judge 
Mensah rejected this theory.

She said it was unclear what portion of the 
brokerage fees the parties agreed would  
be allocated toward data security.

APPEAL CLAIMS FACTUAL,  
LEGAL ERRORS 

Kuhns appealed to the 8th Circuit, arguing 
the trial court misinterpreted recent case law 
and the customers’ allegations.

He asks the 8th Circuit to follow other recent 
federal appeals courts that have allowed 
plaintiffs in data breach cases to move 
forward. Galaria v. Nationwide Mut. Ins. Co., 
No. 15-3386, 2016 WL 4728027 (6th Cir. 
Sept. 12, 2016); Lewert v. P.F. Chang’s China 
Bistro Inc., 819 F.3d 963 (7th Cir. 2016); 
Remijas v. Neiman Marcus Grp., 794 F.3d 688 
(7th Cir. 2015). 

The lower court also failed to consider a 
recent 8th Circuit decision that recognized 
that a customer who is promised certain 
privacy protections may have a breach-of-
contract claim when they receive diminished 
or deficient data security protections,  
Kuhns says, citing Carlsen v. GameStop Inc., 
833 F.3d 903 (8th Cir. 2016).  WJ

Attorneys:
Appellant: Timothy G. Blood, Thomas J. 
O’Reardon II and Paula R. Brown, Blood Hurst &  
O’Reardon, San Diego, CA; Joseph J. Siprut, 
Richard L. Miller II and Richard S. Wilson, Siprut 
PC, Chicago, IL; John G. Simon and Anthony G. 
Simon, The Simon Law Firm, St. Louis, MO

Related Filing: 
Brief: 2016 WL 6134503

See Document Section C (P. 31) for the brief.
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PRIVACY

New York attorney seeks Gmail user’s  
identifying info
By Melissa J. Sachs

A New York attorney and career coach has filed a court petition seeking to find 
out who registered a Gmail account that sent out thousands of nonsensical 
emails with the lawyer’s name.

In re Birnbaum v. Google Inc. et al.,  
No. 0158869/2016, petition for pre-action 
disclosure filed (N.Y. Sup. Ct., N.Y. Cty.  
Oct. 20, 2016).

Eve Birnbaum, who says she works closely 
with law firms, lawyers and legal recruiters, 
names Google and anonymous John or Jane 
Does as respondents in her disclosure petition 
filed in the New York County Supreme Court.

Birnbaum seeks to find out registration 
information and the IP address associated 
with bestofny2017@gmail.com.

According to the petition, the account sent  
18 emails during the summer to 215 employees 
of the law firm Schulte Roth & Zabel, 
where Birnbaum’s husband, Lawrence S.  
Goldberg, is a partner.

The nearly 4,000 emails have subject lines 
such as “I do not USA & abuse all who trust 
me,” “I am not a fraudster,” “I am not a 
psycho gone girl,” “I am not pathologically 
power-crazed” and “I am not ‘your very worst 
nightmare,’” the petition says.

Every subject line ends with attribution to 
“Eve Birnbaum (Goldberg, Esq.),” according 
to the petition.

The emails have no content other than these 
harassing and disparaging subject lines, 
Birnbaum says.

Similar emails have been sent from the 
Gmail account to professionals at law firms 
Wachtell Lipton Rosen & Katz and Paul, 
Weiss, Rifkind, Wharton & Garrison, the 
petition says.

Birnbaum says those prominent New York 
firms are prospective clients and so are the 
individual lawyers who work at the firms.

The emails from bestofny2017@gmail.com  
damage Birnbaum’s reputation as a 
professional development consultant and 
career coach, the petition says.

Google keeps identifying information 
about who registered a Gmail account in 
its ordinary course of business, and these 
records are easily accessible to the Mountain 
View, California-based company, according 
to the petition.

The Google account holder’s information is 
necessary so that Birnbaum may identify the 
person associated with the account and file a 
lawsuit, the petition says.

Birnbaum asks for a court order requiring 
Google to disclose the name, address, 
telephone number, account status, IP 
addresses, internet connection logs and 
other known email addresses associated with 
the account.  WJ

Attorney:
Petitioner: Peter J. Pizzi, Walsh Pizzi O’Reilly 
Falanga, New York, NY

Related Filing: 
Petition: 2016 WL 6157603

See Document Section D (P. 43) for the petition.
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PRIVACY

IP geolocator that targeted couple’s farm cannot escape  
privacy suit
By Daniel E. Ostrach

A Kansas couple can proceed with their federal lawsuit alleging an IP geolocation company wreaked havoc on their  
lives by identifying their farm as the residence of over 600 million IP addresses, many of them associated with illegal  
or embarrassing activities.

Arnold v. MaxMind Inc., No. 16-cv-1309, complaint filed (D. Kan. 
Oct. 20, 2016).

U.S. District Judge J. Thomas Marten of the District of Kansas denied 
MaxMind Inc.’s motion to dismiss James and Theresa Arnold’s 
complaint, finding that the couple alleged sufficient facts to warrant 
discovery for their claims of reckless infliction of emotional distress, 
defamation, and false-light publication or invasion of privacy.

He also found that the court had jurisdiction over MaxMind, saying, 
“Kansas has a strong interest in resolving the dispute between the 
parties and provides the most efficient forum for resolving the dispute.”

THE CENTER OF EVERYTHING

According to the suit, Massachusetts-based MaxMind publishes a free, 
publicly downloadable database on its website of information about 
the IP addresses of computers active on the internet. The database 
assigns each IP address a geographic location, the suit says.

According to the complaint, when MaxMind cannot determine where 
an IP address is physically located, it lists an address an approximately 
two-hour drive from the geographic center of the U.S.: the Arnolds’ 
rural Potwin, Kansas, farm.

As a result, MaxMind has targeted the Arnolds’ residence with 
approximately 600 million IP addresses, including millions of IP 
addresses used for illegal, immoral or embarrassing purposes, the 
plaintiffs claim.

As a result, since the Arnolds leased the property in 2011 they have 
received nearly constant visits from law enforcement day and night 
seeking runaway children, responding to suicide attempts, or searching 
for evidence of computer fraud or child pornography, the Arnolds say.

They also say private individuals have come onto their property and 
that they have received threats and complaints online.

According to the complaint, the Arnolds finally discovered the source 
of their distress after reading an article on the website Fusion called 
“How an internet mapping glitch turned a random Kansas farm into 
a digital hell.”

ALL CLAIMS MAY PROCEED

MaxMind moved to dismiss, arguing that the amended complaint  
was insufficient to support the claims and that the court lacked 
personal jurisdiction.

MaxMind argued specifically that the couple’s emotional distress 
claim failed because they had not provided proof of an accompanying 
physical injury as Kansas law requires.

Judge Marten rejected this argument, explaining that an accompanying 
physical injury is not required where the conduct was willful, wanton or 
with the intent to injure, as the Arnolds alleged.

The judge also rejected MaxMind’s argument that it had not placed the 
Arnolds in a false light because it only provided their address, not their 
names.

The court explained that the law does not require that a name be 
published; a name or a specific home address may place a plaintiff 
before the public in a false light.

Judge Marten also generally found that the allegations in the complaint 
were sufficiently specific to warrant discovery on the Arnolds’ claims.

The court then rejected MaxMind’s argument that the claim was 
barred by Kansas’ 10-year statute of repose, saying that even though 
MaxMind’s alleged acts began in 2002 when the company first listed 
the Arnolds’ address, the harm is ongoing, and MaxMind may be liable 
for harms that occurred within the past decade.

Finally, the court said jurisdiction over MaxMind was proper, in part 
because “the volume of IP addresses involved” meant MaxMind should 
reasonably expect to be called into court in Kansas.  WJ

Attorneys:
Plaintiffs: Joseph A. Schremmer and Randall K. Rathbun, Depew Gillen 
Rathbun & McInteer, Wichita, KS; Mindy Ellen Wheeler, Peggs Wheeler LC, 
Wichita, KS

Defendant: Casey O. Housley and Jordon T. Stanley, Sanders Warren & 
Russell, Overland Park, KS

Related Filing: 
Complaint: 2016 WL 6124985
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COPYRIGHT

Daily Mail website still on hook in dog video copyright spat
By Melissa J. Sachs

A British tabloid must continue defending against claims that it violated U.S. copyright law when its website displayed a 
video and related screenshots depicting a dog diving for lobster, a Manhattan federal judge has ruled.

Devocean Jewelry LLC v. Associated 
Newspapers Ltd., No. 16-cv-2150, 2016 WL 
6135662 (S.D.N.Y. Oct. 20, 2016).

Associated Newspapers Ltd., a DMG Media 
subsidiary that publishes the Daily Mail 
newspaper and its online counterpart at 
dailymail.co.uk, could not convince U.S. 
District Judge Kimba M. Wood of the 
Southern District of New York to dismiss 
some of Devocean Jewelry’s claims.

The British tabloid had sought to dismiss 
an infringement claim over the screenshots  
and a claim the London-based publisher 
violated the Digital Millennium Copyright 
Act, 17 U.S.C.A. §  1202, but Judge Wood 
found Devocean could move forward for now.

Devocean, a Boca Raton, Florida-based 
company selling ocean-themed apparel 
and jewelry, says on its website that it gives  
20 percent of its net profits to sea turtle 
rescue and ocean conservation programs.

In the spring of 2015 Devocean co-founder 
Alex Schulze videotaped himself training 
Lila, his black Labrador, to dive off a boat and 
catch lobster on the ocean floor, according to 
the complaint.

Schulze posted the video with a watermarked 
Devocean logo on devotedtotheocean.com, 
the company’s website, in November 2015, 
the complaint says.

Later that month, Associated Newspapers 
posted an online article with the full video 

and six screenshots showing individual 
frames of the footage, the suit says.

The screenshots did not include Devocean’s 
watermark, the suit says.

In February Devocean registered the video 
and 22 individual screenshots with the U.S. 
Copyright Office.

About a month later, it sued Associated 
Newspapers in New York federal court, the 
jurisdiction where DMG Media has its U.S. 
headquarters.

The suit included a claim for copyright 
infringement of the video and screenshots.

Devocean also said Associated Newspapers 
violated the DMCA by intentionally cropping 
off the jewelry company’s watermark from 
the screenshots and altering the copyright 
management information.

Associated Newspapers moved to dismiss 
the claims related to the screenshots, arguing 
that the individual frames were components 
of the video.

Devocean could not recover multiple 
statutory damages based on numerous 
instances of alleged infringement of a single 
copyrighted work, Associated Newspapers 
said.

Associated Newspapers also said Devocean 
could not prove the media company had the 
requisite intent for a DMCA violation.

Even if Associated Newspapers cropped out 
Devocean’s watermark, the screenshots it 
posted online included a copyright notice 
with attribution to “Devoted to the Ocean,” 
the media company argued.

Judge Wood agreed with Associated 
Newspapers that Devocean cannot recover 
multiple statutory awards for a single work, 
but she said the argument was premature.

Liability needs to be determined first, so 
Devocean can proceed with its copyright 
allegations, she ruled.

The judge also refused to dismiss the DMCA 
claim.

The copyright notice and attribution 
Associated Newspapers included in the 
screenshots may ultimately undermine 
Devocean’s DMCA allegations, but not at the 
pleading stage, the judge said.

For now, the allegations reasonably state 
that the British website altered the copyright 
management information to conceal or 
facilitate the alleged infringement, the 
decision said.  WJ

Attorneys:
Plaintiff: Richard Liebowitz, Liebowitz Law Firm, 
Valleystream, NY

Defendant: Cameron A. Stracher, New York, NY; 
Robert Penchina, Levine, Sullivan, Koch & Schulz, 
New York, NY

Related Filing: 
Opinion: 2016 WL 6135662
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TRADEMARK

No injunction for Yelp’s use of registered tagline
By Melissa J. Sachs

Yelp Inc. has convinced a California federal judge not to enjoin the customer review service’s use of the tagline “We 
know just the place,” a phrase a Vermont family-owned property management company had registered as a trademark.

REUTERS/Jim Young

Yelp can continue using the slogan “We know just the place,” as a court found no likelihood of confusion with the phrase first trademarked 
by a Vermont property management firm. Yelp’s Chicago offices are shown here.

TPW Management LLC v. Yelp Inc., No. 16- 
cv-3063, 2016 WL 6216879 (N.D. Cal.  
Oct. 25, 2016).

TPW Management could not show a 
likelihood of succeeding with its trademark 
claims against Yelp, U.S. District Judge 
Yvonne G. Rogers of the Northern District of 
California said.

She denied TPW’s motion for a preliminary 
injunction, saying the company offered no 
evidence of diminished revenues or lost 
customers and failed to show it was entitled 
to such a remedy.

TPW’S TRADEMARK

TPW provides real estate and vacation rental 
services in the southern part of Vermont, 
according to the company’s website.

TPW acquired the slogan “We Know Just 
the Place” from the company it purchased  
in June 2012, according to the complaint  
TPW filed against Yelp in the U.S. District 
Court for the District of Vermont in October 
2015.

The previous company had used the slogan 
in marketing materials for online bookings  
as well as property and home services  
listings since at least 2008, the complaint 
said.

In July 2012 TPW applied for a federal 
trademark registration, which the U.S. Patent 
and Trademark Office issued in the category 
of real estate services March 26, 2013.

YELP’S USE

In October 2015 Yelp filed its own application 
to register a “We know just the place” 
trademark in the category of consumer 
information services, according to TPW’s 
complaint.

The same month, Yelp launched a 
multimillion-dollar advertising campaign 
using the phrase for its 10-year anniversary, 
the suit said.

TPW filed its suit after seeing Yelp’s ads on 
TV and online using the “We know just the 
place” tagline.

The lawsuit accused Yelp of federal 
trademark infringement and dilution, as  
well as unfair competition in violation of 
Sections 32 and 43 of the Lanham Act,  
15 U.S.C.A. §§ 1114 & 1125.

It also accused Yelp of violating Vermont’s 
consumer protection law, Vt. Stat. Ann. Tit. 9, 
§ 2453, and TPW’s common law trademark 
and unfair-competition rights.

After Yelp filed a transfer motion, a Vermont 
federal judge sent the case to California 
based on the number of witnesses, third 
parties and documents located there.  
TPW Mgmt. LLC v. Yelp Inc., No. 15-cv-232, 
2016 WL 3093514 (D. Vt. June 1, 2016).

TPW then filed a motion for a preliminary 
injunction with the Northern District of 
California.

Judge Rogers noted that within the 9th 
Circuit, federal trial courts evaluate eight 

factors when deciding whether there is a 
likelihood of consumer confusion, the crux 
of an analysis for a trademark infringement 
action.

These factors include the similarity between 
the marks, the relatedness of the services, 
the mark’s strength and evidence of actual 
confusion, the judge said.

Because both companies used the same 
tagline, Judge Rogers said the similarity of 
the marks may seem to weigh in favor of a 
likelihood of confusion, but only if the tagline 
were used in isolation, which it was not.

Instead, both companies used the tagline 
with their unique logos and company names, 
the judge said.

“Such pairing greatly reduces, if not 
completely eliminates, the risk of confusion 
that arises from the similarity of the marks,” 
the judge said.

She also found Yelp and TPW both offer 
consumers access to information about 
service providers, but they do so in 
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significantly different ways, which diminished 
the likelihood of confusion.

Finally, TPW failed to show the likelihood of 
irreparable harm required for a preliminary 
injunction.

“Yelp has been using the tagline since 2013, 
yet TPW offers no evidence of diminished 

revenues, actual customer confusion, or any 
customers lost as a result of Yelp’s use of the 
tagline,” Judge Rogers wrote, denying the 
motion.  WJ

Attorneys:
Plaintiff: Christopher S. Ruhland and William W. 
Oxley, Dechert LLP, Los Angeles, CA; E. William 
Leckerling III and Judith L. Dillon, Lisman 
Leckerling P.C., Burlington, VT

Defendant: Aaron Schur, Yelp! Inc., San Francisco, 
CA; Ian P. Carleton and Kevin A. Lumpkin, 
Sheehey Furlong & Behm, Burlington, VT

Related Filing: 
Order: 2016 WL 6216879

TRADEMARK

Google can’t escape ‘Spy Phone’ app maker’s trademark suit
By Daniel E. Ostrach

The maker of the “Spy Phone” app can proceed with its claim that Google is liable for contributory trademark  
infringement for failing to promptly remove infringing downloads from Google Play online stores, a California federal 
judge has ruled.

REUTERS/Dado Ruvic

Spy Phone Labs LLC v. Google Inc. et al., 
No. 15-cv-3756, 2016 WL 6025469 (N.D. 
Cal. Oct. 14, 2016).

Spy Phone Labs LLC’s amended complaint 
could not be dismissed because factual issues 
remain over whether Google unjustifiably 
or purposely delayed removing other apps 
bearing “Spy Phone” marks, U.S Magistrate 
Judge Kandis Westmore of the Northern 
District of California said.

New Jersey software developer Spy Phone 
also convinced the judge to reject Google’s 
motions to dismiss Spy Phone’s breach-of-
contract and other state law claims.

Google had argued that, as an interactive 
computer service, allegations that it had 
violated these state laws were barred under 
Section 230 of the Communications Decency 
Act, 47 U.S.C.A. § 230, but the judge found 
that Google had not yet proven it was 
immune to such claims.

However, the judge sided with Google in 
rejecting Spy Phone’s motion to supplement 
its complaint with false advertising claims, 
saying such allegations were futile.

SPY PHONE’S TRACKING APP

Spy Phone makes a “monitoring software 
application” that monitors and tracks the 
activity of a cellphone on which the app is 
installed.

The developer owns a federally registered 
“Spy Phone” trademark for computer 
application software and operates a website 
at spyphone.com.

Spy Phone began offering its app on Google’s 
online Play Store in 2012, then periodically 
asked Google’s “Play Team” to remove 
other apps Spy Phone believed infringed its 
trademark.

After Spy Phone submitted a complaint 
against the maker of a different “Spy Phone 
App,” Spy Phone said Google retaliated by 
no longer removing apps that Spy Phone 
identified as infringing and by removing Spy 
Phone’s own app from the Google store.

Spy Phone sued Google in October 2014 in 
the U.S. District Court for the District of New 
Jersey and the case was transferred to the 
Northern District to California about a year 
later.

Earlier this year, U.S. Magistrate Judge Paul 
Grewal dismissed the complaint without 
prejudice. Spy Phone Labs v. Google Inc., No. 
15-cv-3756, 2016 WL 1089267 (N.D. Cal. Mar. 
21, 2016). 

Spy Phone amended its complaint to include 
additional facts and sought to add another 
Lanham Act claim for false advertising, and 
Google again moved to dismiss.

Spy Phone said Google violated trademark law  
by failing to “promptly” suspend “known infringers”  
and being willfully blind to ongoing infringement.

GOOGLE’S MOTION TO DISMISS

Spy Phone said Google violated trademark 
law by failing to “promptly” suspend “known 
infringers” of Spy Phone’s trademark and by 
being willfully blind to ongoing infringement.

Judge Westmore explained that whether 
this delay could constitute contributory 
trademark infringement was an issue that 
could not be resolved at the pleading stage.

The judge said Spy Phone was essentially 
alleging that the Play Team’s small size 
gave Google a duty to preemptively remove 
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apps that might infringe Spy Phone’s 
trademark, and case law had rejected such a 
“generalized notice.”

However, Judge Westmore found Spy Phone 
had sufficiently alleged that Google may 
have had a duty to remove apps that Spy 
Phone had previously reported as infringing.

The judge also allowed many of Spy Phone’s 
related state-law claims to proceed, which 
were based on Google’s allegedly improper 
invocation of its anti-spyware naming policy 
to remove Spy Phone’s app and developer 
account.

Based on Spy Phone’s allegation that Google 
“has no actual policy against using the 
word ‘spy’ in the name of an app,” the judge 
allowed the claims.

The judge rejected Spy Phone’s contention 
that Google was an information content 
provider and not an interactive computer 
service, which can be immune from certain 
state law claims under the Communications 
Decency Act.

However, this immunity could not be 
determined at the pleading stage, the 
judge said, noting that Google can raise this 
defense later.

While Judge Westmore allowed most of Spy 
Phone’s allegations to proceed, he rejected 
the developer’s attempt to supplement its 
complaint with a false advertising allegation.

Spy Phone alleged “no facts that customers 
are downloading competitor’s app instead 
of the plaintiff’s app because of the false 
statement that such apps were spyware,” the 
judge said, dismissing that part of the suit.  
WJ

Attorneys:
Plaintiff: Michael A. Freeman, Greenberg 
Freeman LLP, New York, NY

Defendants: Patricia M. Graham, Herrick 
Feinstein LLP, Newark, NJ; Barry A. Werbin, 
Herrick Feinstein LLP, New York, NY; Joseph C. 
Gratz and Michael H. Page, Durie Tangri LLP, 
San Francisco, CA

Related Filing: 
Opinion: 2016 WL 6025469

ANTITRUST

Bankruptcy software provider seeks end  
to suit over alleged fee-rigging
By Michael Nordskog

A California software company has asked a Chicago federal judge to dismiss  
a law firm’s class-action antitrust suit alleging a conspiracy to “cheat  
creditors out of millions” through the way management service fees are  
paid in bankruptcy cases

McGarry & McGarry LLC v. Bankruptcy 
Management Solutions Inc., No. 16-cv-8914, 
motion to dismiss filed (N.D. Ill. Oct. 21, 
2016).

Bankruptcy Management Solutions Inc. says 
the firm does not and cannot plead facts that 
would make its claims plausible in its class-
action suit filed last month in the U.S. District 
Court for the Northern District of Illinois.

Chicago-based McGarry & McGarry says 
BMS violated the Sherman Act, 15 U.S.C.A. 
§  1, and the Illinois Antitrust Act, 740 Ill. 
Comp. Stat. 10/3.

LAW FIRM CLAIMS HARM  
FROM CONSPIRACY

Irvine, California-based BMS, allegedly the 
largest provider of bankruptcy software in 
the country, engaged in a conspiracy with its 
two chief competitors that “cheated creditors 
out of millions,” according to the complaint. 

McGarry identifies the co-conspirators as 
Kansas City, Kansas-based Epiq Systems 
Inc. and Houston-based TrusteSolutions, but 
does not name either as a defendant.

BMS got its start as a spinoff of a bank that 
provided free software to bankruptcy trustees 
in exchange for depositing estate funds, 
according to the complaint.

The software firm used to be paid by the 
banks that held the deposits in cases using 
its software, but the 2008 financial crisis 
reduced interest rates and affected banks’ 
ability to pay, the complaint says.

In 2011, BMS got Epiq and TrusteSolutions 
on board with a plan to instead allow banks 
to deduct software management fees from 
the deposited funds of bankruptcy estates, 
McGarry says.

According to the complaint, Eugene Crane, 
a member of the Chapter 7 trustee panel in 
the U.S. Bankruptcy Court for the Northern 
District of Illinois, entered into a contract  
with BMS sometime before April 2014.

McGarry says it was a creditor in a  
Crane-administered bankruptcy in which  
the law firm received only a fraction of its 
allowed claim against the estate. In the 
same case, the bank holding bankruptcy 
estate deposits deducted more than  
$500 from the deposits and paid the sum to 
BMS without Bankruptcy Court authorization, 
the complaint says.

The law firm defines the putative class of 
litigants as “persons who received, or are 
entitled to receive, proceeds of an estate that 
paid fees to BMS,” excluding trustees who 
have contracted with BMS and creditors who 
received full payment of their claims.

INSUFFICIENT EVIDENCE  
OF CONSPIRACY

In its memorandum supporting dismissal, 
BMS says the complaint fails to plead 
sufficient facts to establish the alleged 
conspiracy, citing Bell Atlantic Corp. v. 
Twombly, 550 U.S. 544 (2007). 

Under the Twombly standard, a complaint 
must contain sufficient factual matter to 
suggest an agreement was made. The 
test requires factual allegations “plausibly 
suggesting (not merely consistent with) 
agreement,” BMS says.

”Far from showing any illegal agreements 
among competitors, the purported ‘evidence’ 
that plaintiff has offered … fails to provide 
the required detail to plausibly suggest a 
conspiracy,” the defendant says.
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OTHER REASONS FOR DISMISSAL

BMS also takes issue with specific allegations 
drawn from its effort, along with its 
competitors, to lobby the Executive Office of 
the U.S. Trustee for a regulatory change that 
allowed banks to start charging trustees for 
their services.

Such communications are absolutely 
privileged under the Noerr-Pennington 
doctrine, the defendant says, citing United 
Mine Workers of America v. Pennington, 
381 U.S. 657 (1965), and Eastern Railroad 

Presidents Conference v. Noerr Motor Freight 
Inc., 365 U.S. 127 (1961).

”Joint efforts to influence public officials do 
not violate the antitrust laws even though 
intended to eliminate competition,” BMS 
says, quoting Pennington.

McGarry’s Sherman Act claim also runs afoul 
of the Illinois Brick doctrine, which provides 
that only “direct” purchasers can assert 
claims for alleged federal antitrust violations, 
BMS says, citing Illinois Brick Co. v. Illinois, 431 
U.S. 720 (1977).

Finally, the suit is barred because McGarry 
failed to assert its claims in the bankruptcy 
case in which the causes of action arose 
by objecting to the trustee’s final report 
stating the fee, the defendant says, citing the 
doctrines of waiver and res judicata.

BMS says the reasons compelling dismissal 
of the Sherman Act claim also apply to 
McGarry’s Illinois Antitrust Act claim.  WJ

Related Filing: 
Motion to dismiss: 2016 WL 6148306

REGULATORY ACTION

Bank regulators propose new cybersecurity 
standards for large institutions
By Daniel Rice

Large financial institutions could face heightened regulatory standards for  
cybersecurity risk management under a joint proposal by the three major 
federal banking regulatory agencies.

The Federal Deposit Insurance Corp., the 
Federal Reserve System and the Office of the 
Comptroller of the Currency jointly released 
an advance notice of proposed rulemaking 
on the cybersecurity standards Oct. 19.

The proposed standards “would require 
covered entities with sector-critical systems to 
substantially mitigate the risk of a disruption 
due to a cyber event to their sector-critical 
systems,” the agencies said.

The regulators propose applying detailed 
new cybersecurity requirements on bank 
holding companies with $50 billion or more 
in total assets, foreign banks with at least $50 
billion in U.S. assets and nonbank financial 
companies regulated by the Federal Reserve 
Board. Service providers for the covered 
banks and institutions could also face new 
requirements under the proposed standards.

A cyberattack at a large, interconnected 
financial institution presents a significant 
threat to not only the institution and its 
customers but also the financial sector as a 
whole, the agencies said.

“As technology dependence in the financial 
sector continues to grow, so do opportunities 
for high-impact technology failures and 
cyberattacks,” the proposed rulemaking 
notice states.

TIERED APPROACH

The regulators propose a tiered approach in 
which the most stringent standards would 
apply to the technology systems of financial 
institutions deemed the most critical to the 
functioning financial sector as a whole. 
The requirements would enhance existing 
information technology guidance that 
financial institutions and regulators now use, 
according to a statement from FDIC board 
Chairman Martin J. Gruenberg.

operations standard to ensure compliance, 
the proposed standards say.

The agencies also propose a requirement 
for institutions to establish protocols for the 
secure, offline storage of account information 
and other critical data.

Further, institutions would face a host of 
new requirements to ensure that they have 
organizational structures and policies in 
place to monitor and address cybersecurity 
risks to their own institution and to the 
financial sector at large.

The agencies are considering requiring 
that leaders responsible for cyber risk 
oversight have direct access the firm’s board, 
independent of business line management, 
the advance notice says. These leaders would 
be expected to inform the board of the firm’s 
cyber risk exposure and risk management 
issues and trends, according to the agencies.

In addition, covered institutions’ audit plans 
would have to provide for an assessment 

“As technology dependence in the financial sector continues to 
grow, so do opportunities for high-impact technology failures 

and cyberattacks,” the proposed rulemaking notice states.

The advance notice outlines five categories 
of proposed new standards: cyber risk 
management; cyber risk governance; 
internal dependency management; external 
dependency management; and incident 
response, cyber resilience and situational 
awareness.

Under the proposed standards, all covered 
institutions would have an objective of two 
hours for their critical systems to recover 
following a disruptive cyber event. Institutions 
would have to test the two-hour return to 

of cybersecurity risks. Institutions would 
also need a written cyber risk management 
strategy approved by and overseen by their 
boards, according to the proposed standards.

The regulatory agencies said they have 
not yet decided whether to impose the 
proposed standards through detailed new 
administrative rules or less formal steps such 
as a policy statement or guidance.

They will accept comments on the proposed 
standards through Jan. 17, 2017.  WJ
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Black Lives Matter
CONTINUED FROM PAGE 1

BLACK LIVES MATTER PROTESTS

According to the lawsuit, Black Lives Matter 
or the Movement for Black Lives grew in 
response to the death of Michael Brown, an 
18-year-old shot and killed by a police officer 
in Ferguson, Missouri, in August 2014.

Since then, the national movement has tried 
to draw public attention to police violence, 
advocating for reforms and racial justice, the 
suit says.

Members of the Black Lives Matter move-
ment have engaged in constitutionally 
protected strategies, including public 
protests, demonstrations and vigils, 
according to the complaint.

Since the protests in Ferguson, the federal 
government and local law enforcement 
agencies have coordinated efforts to 
monitor social media and share information 
regarding the Black Lives Matter protests, 
the nonprofits say.

The complaint lists various news publications 
reporting on the government’s surveillance 
of the movement, including:

•	 “Exclusive:	 Feds	 Regularly	 Monitored	
Black Lives Matter Since Ferguson,” 
a July 24, 2015, article published on  
The Intercept.

•	 “Activists	 Say	 Chicago	 Police	 Used	
‘Stingray’ Eavesdropping Technology 
During Protests,” published Dec. 6, 
2014, on CBS Chicago.

•	 “Facebook,	 Twitter	 and	 Instagram	
Sent Feeds that Helped Police Track 
Minorities in Ferguson and Baltimore, 
Report Says,” an article The Washington 
Post published Oct. 11.

The reporting is based on documents 
obtained through FOIA requests as well as 
publicly disclosed reports or documents  
from the Department of Homeland Security, 
other government agencies or watchdog 
groups, the suit says.

PROTEST SURVEILLANCE RECORDS 
REQUESTED

Color of Change and the Center for 
Constitutional Rights submitted their 
request to the FBI and the Department of 

Homeland Security on July 5, according to 
the complaint.

The nonprofits requested any records 
concerning surveillance of relevant protests 
about police violence, criminal justice and 
racial inequalities, the suit says.

They also sought relevant records and 
communications between the federal 
agencies and local law enforcement, 
according to the complaint.

The groups also requested expedited 
processing and a fee waiver, the suit says.

Homeland Security acknowledged receiving 
the request July 18. It denied the request 
for expedited treatment and conditionally 
granted the fee waiver request, the suit says.

On Sept. 27 the nonprofits received a 
response from the Office of Intelligence  
and Analysis, a Homeland Security 
Department component, saying the OIA had 
searched its files but found no responsive 
records, the suit says.

The nonprofits appealed, arguing the OIA 
failed to perform an adequate search and 
improperly relied on FOIA exemptions, the 
suit says.

The plaintiffs also never heard from any 
other component of the Homeland Security 
Department within the statutory time limit, 
the suit says.

The FBI granted the nonprofits’ request for 
expedited processing but never responded 
further and failed to produce any documents 
within the 20-day statutory time limit, the 
suit says.

The suit seeks a court order requiring 
the defendants to conduct full, adequate 
searches for relevant records and disclose 
them to the nonprofits. It also seeks attorney 
fees and costs.  WJ

Attorneys:
Plaintiffs: Omar Farah and Ghita Schwarz, 
Center for Constitutional Rights, New York, NY; 
Avidan Y. Cover, Milton A. Kramer Law Clinic 
Center, Cleveland, OH

Related Filing: 
Complaint: 2016 WL 6129168

See Document Section A (P. 19) for the complaint.
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FEATURED LEGAL FILINGS

TELEPHONE CONSUMER PROTECTION ACT/COMPLAINT

Class action alleges defendant has repeatedly called plaintiff’s 
cellphone using an auto dialer and prerecorded voice regarding 
another person despite plaintiff never having had business with 
defendant and her request for the calls to stop, in violation of the 
Telephone Consumer Protection Act. 

Grant v. Ally Financial Inc., No. 16-cv-6063, complaint filed (N.D. Cal. 
Oct. 20, 2016).

Related Filing: 
Complaint: 2016 WL 6135017

TRADE SECRETS/COMPLAINT

Suit seeks $1 million, alleging a former employee stole an Oregon 
accounting firm’s trade secrets by improperly acquiring, using and 
disclosing confidential client information from company servers 
without consent and shared it with a competitor.

Mack, Roberts & Co. v. Neumann, No. 16-cv-34576, complaint filed 
(Or. Cir. Ct., Multnomah Cty. Oct. 19, 2016).

Related Filing: 
Complaint: 2016 WL 6123825

CRIMINAL LAW/OPINION

Probation conditions of defendants, convicted of illegal possession 
of a gun, to provide passwords and access to electronic devices and 
social media sites are constitutional and serve the state’s interest in 
preventing the use of social media to associate with or participate in 
gang activities. 

People v. Hernandez et al., No. H042275, 2016 WL 6068995 (Cal. Ct. 
App., 6th Dist. Oct. 17, 2016).

Related Filing: 
Opinion: 2016 WL 6068995

PRIVACY/OPPOSITION MEMO

Defendant opposes summary judgment in a suit alleging it is in 
violation of Microsoft’s licensing agreement by refusing an audit of 
defendant’s Swiss affiliate’s software use on the basis that doing so 
would violate Swiss privacy and data protection laws. 

Microsoft Corp. v. Weidmann Electrical Technology Inc., No. 15-cv-153, 
opposition memo filed (D. Vt. Oct. 12, 2016).

Related Filing: 
Memo: 2016 WL 6081947

PRIVACY/COMPLAINT

A Southern California doctor faces an invasion-of-privacy lawsuit after 
he allegedly took pictures on his personal phone of a patient’s genitalia, 
stored them on the cloud and publicly disclosed them

Robinson v. California Urology Medical Group Inc. et al.,  
No. BC636902, complaint filed (Cal. Super. Ct., L.A. Cty. Oct. 11, 
2016).

Related Filing: 
Complaint: 2016 WL 6118283

PATENT/AMICI BRIEF

Digital rights advocates Public Knowledge and the Electronic Frontier 
Foundation ask the U.S. Supreme Court to overturn a precedential case 
they say gave patent owners nearly unlimited venue choices, quoting 
scholars who say “forum selling” has created troubling situations.

TC Heartland LLC v. Kraft Foods Group Brands LLC, No. 16-341, 
amici brief filed (U.S. Oct. 12, 2016).

Related Filing: 
Amici brief: 2016 WL 5957541

PATENT/CERTIORARI PETITION

Big Baboon Inc. objects to the U.S. Court of Appeals for the Federal 
Circuit’s refusal to interpret certain evidentiary rules during patent 
examinations, arguing that the Silicon Valley-based patent holder’s 
appeal should not have been heard by that court at all given that a 
patent law question was never asked.

Big Baboon Inc. v. Apple Inc., No. 16-496, petition for cert. filed  
(U.S. Oct. 10, 2016).

Related Filing: 
Petition for certiorari: 2016 WL 5957548

PATENT/APPELLANTS’ BRIEF

After Nintendo convinced the Patent Trial and Appeal Board to 
invalidate five of iLife Technologies’ patents in inter partes review 
proceedings, the Japanese video game maker has now appealed one 
IPR that affirmed the validity of a motion-sensing patent that iLife says 
Wii consoles infringe.

Nintendo of America Inc. et al. v. iLife Technologies Inc., No. 2016-
2266, brief filed (Fed. Cir. Oct. 7, 2016).

Related Filing: 
Appellants’ brief: 2016 WL 6093409
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NEWS IN BRIEF

ALLIANZ SE WINS ALLIANZSURVEY.NET DOMAIN

Allianz SE has convinced the World Intellectual Property Organization to transfer the domain 
allianzsurvey.net to the Munich-based international insurance and financial services company. 
Although allianzsurvey.net is currently inactive, the domain had been used to perpetuate an online 
scam, not for any legitimate purposes, according to the WIPO panel. The scam involved having 
internet users send personal details to info@allianzsurvey.net, the decision said. The internet 
user would then receive a check with instructions to deposit it and remit some money through 
MoneyGram or Western Union to “test their services,” the decision said. Once the person remitted 
money, the deposited check allegedly bounced. The domain’s current registrant did not reply 
to the insurer’s administrative action, but the WIPO panel concluded the disputed domain was 
intentionally registered to fraudulently make internet users associate the email address with the 
insurer. Allianz owns numerous domain names incorporating its mark, including allianz.com and 
allianzlife.com, the decision said. The WIPO panel said allianzsurvey.net was confusingly similar to 
the insurance company’s trademark, a factor that contributed to the decision to order the transfer. 

Allianz SE v. Whois Privacy Protection Service Inc./Allianz Survey, No. D2016-1658, 2016 WL 
6069379 (WIPO Arb. Oct. 11, 2016).

Related Filing: 
Decision: 2016 WL 6069379

DOMAIN DISPUTE BETWEEN FOREIGN PARTIES HEADS TO VIRGINIA

An Airbnb-type housing rental service based in Germany and an Austrian marketing company must 
resolve their dispute over the domain onu.com in a Virginia federal court, a Nevada federal judge 
has ruled. U.S. District Judge Andrew P. Gordon of the District of Nevada said he had no jurisdiction 
to hear SMP GmbH & Co. KG’s claims that Austria-based C3 Holding GmbH’s registration of onu.
com violated the Anticybersquatting Consumer Protection Act. SMP acknowledged the Nevada 
federal court lacked jurisdiction over C3. But the ACPA allows for jurisdiction in any court where a 
party deposits domain control documents, the German company argued. Judge Gordon disagreed, 
saying SMP’s reading did not jibe with the ACPA’s text or case law. The ACPA allows parties to 
file a lawsuit in the jurisdiction where the disputed domain’s registrar sits, the judge said. The 
foreign parties agreed that the domain’s registrar, Verisign Inc., is located in the Eastern District 
of Virginia, so the judge transferred the case there.

SMP GmbH & Co. KG v. ONU.com, No. 16-cv-2147, 2016 WL 6156175 (D. Nev. Oct. 21, 2016).

Related Filing: 
Order: 2016 WL 6156175

COUNTERFEIT CHARGERS CATCH FIRE, APPLE SAYS

Apple Inc. has filed a California federal lawsuit accusing a New Jersey-based cellphone business 
of selling counterfeit power chargers on Amazon.com and Groupon. Mobile Star LLC’s chargers 
bear unauthorized or counterfeit versions of Apple’s trademarks and copyrighted packaging and 
fail to comply with industry safety standards, according to the complaint filed in the U.S. District 
Court for the Northern District of California. The counterfeit products pose a threat to consumer 
safety because they lack sufficient insulation between components and have the potential to 
overheat or shock users, the suit says. Mobile Star also places fake consumer safety certifications 
on the counterfeit products, concealing the dangers, Apple says. One customer reviewed 
Mobile Star’s product on Amazon.com, giving it one star out of five because the charger caught 
fire, according to the complaint. The suit accuses Mobile Star of violating federal trademark 
and copyright laws and California’s unfair-competition law. Apple seeks statutory and treble 
damages. It also asks the court to order Mobile Star to destroy all the counterfeit products and 
enjoin the company from continuing its infringing conduct.

Apple Inc. v. Mobile Star LLC, No. 16-cv-6001, complaint filed (N.D. Cal. Oct. 17, 2016).

Related Filing: 
Complaint: 2016 WL 6110683
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