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CORPORATE DISCLOSURE STATEMENT 

The Complex Insurance Claims Litigation Association (“CICLA”) and the 

American Property Casualty Insurance Association (“APCIA”) are both trade 

associations of property/casualty insurance companies.  Neither CICLA nor 

APCIA is a publicly-held company, and neither has any public company affiliates. 
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INTEREST OF AMICI CURIAE 

CICLA is a leading trade association representing major property and 

casualty insurance companies in amicus activity in the courts.  CICLA seeks 

to assist courts in understanding and resolving the core coverage issues that 

are of greatest consequence to insurers today. CICLA has participated as 

amicus curiae in numerous insurance cases in state and federal courts across 

the United States, including important cases before this Court.  

APCIA is the preeminent national trade association representing property 

and casualty insurers doing business in Florida, nationwide, and globally.  

APCIA was recently formed through a merger of two longstanding trade 

associations, American Insurance Association and Property Casualty Insurers 

Association of America.   APCIA’s members, which range from small 

companies to the largest insurers with global operations, represent more than 

50% of the U.S. property and casualty marketplace.  On issues of importance 

to the property and casualty industry and marketplace, APCIA advocates sound 

public policies on behalf of its members in legislative and regulatory forums at 

the state and federal levels and files amicus curiae briefs in significant cases 

before federal and state courts.  This allows APCIA to share its broad national 

perspectives with the judiciary on matters that shape and develop the law.  

APCIA’s interests are in the clear, consistent, and reasoned development of 

law that affects their members and the policyholders they insure. 
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CICLA and APCIA respectfully submit that their participation as amici 

may assist the Court.1  Amici have a national perspective and an understanding 

of the local concerns, as well as in-depth knowledge of the important insurance 

contract issues presented in this case.  This Court is asked to decide whether 

the limited coverage afforded under Coverage B provisions in commercial 

general liability policies will be held to cover what are essentially cyber-

liability claims – that is, claims not alleging a personal injury offense by the 

policyholder, but rather those alleging a failure to adequately protect private 

information.  CICLA and APCIA explain in their submission that insurance 

coverage for such claims cannot be shoehorned into the terms of the Coverage 

B provisions of Millennium’s general liability policies, and that a separate, 

robust market exists for specialty cyber coverage for failure-to-protect types of 

claims.   

                                                 
1   This brief is submitted on motion and pursuant to Federal Rule of Appellate 
Procedure 29.  No counsel for a party authored this brief in whole or in part.  
Further no such counsel or party, or person other than amici, their members, or 
amici’s counsel, made a monetary contribution intended to fund the preparation or 
submission of this brief.   
 The total combined membership of APCIA and CICLA consists of over 
three hundred insurance companies.  An affiliate of plaintiff-appellee is a member 
of both CICLA and APCIA.  However, this brief is filed on behalf of APCIA and 
CICLA and not any individual member company. 
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STATEMENT OF THE ISSUES 

Amici will address one issue:  Whether the district court correctly held that 

the “personal and advertising injury” coverage contained in a commercial general 

liability (“CGL”) policy applies only to purposeful acts of the insured, not acts of 

third parties.  As amici demonstrate, the district court’s ruling was correct, soundly 

reasoned, and should be affirmed.   

STATEMENT OF FACTS AND STATEMENT OF THE CASE 

CICLA and APCIA adopt the Statement of Facts set forth in the brief of St. 

Paul Fire & Marine Insurance Co. (“St. Paul” or “Insurer”), and briefly summarize 

the facts here.   

Rosen Millennium, Inc. (“Millennium”) provided data security services for 

its affiliate Rosen Hotels & Resorts, Inc. (“RHR”). (R. 69-1 at 21:6-10).  RHR 

became aware of a potential security breach at one of its hotels.  (R. 68-1 at 20:7-

11).  It hired a forensic investigator, who determined that malware had been 

installed on RHR’s payment network.  (R. 69-1 at 30:18-31; R. 72-1 at 7-10).  

Over ten months later, Millennium submitted a Notice of Claim to St. Paul which 

stated:  “Credit card systems breach.  Loss dates range from Sept 2014 thru Feb 

2016.”  (R. 72-10). 

On March 27, 2017, St. Paul initiated this action seeking a declaratory 

judgment as to its duty to provide coverage to Millennium with respect to its 

affiliate RHR’s claim.  (R. 1).  On June 5, 2017, RHR sent Millennium a “demand 
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letter” requesting payment for damages allegedly resulting from the data breach 

and asserting that “Rosen Hotels and Resorts, Inc. (RHR) became aware of a data 

breach in March of 2016, in which Millennium Technology Group, Inc. (MTG) 

made private information known to third parties that violated a credit card holder’s 

right of privacy.”  (R. 72-15).   

Millennium seeks coverage under two St. Paul CGL policies that were in 

effect during the date ranges associated with the credit card breaches. The CGL 

policies provide coverage for liability because of specified personal injury in 

Coverage B.  They provide that St. Paul will “pay amounts any protected person is 

legally required to pay as damages for covered personal injury that: 

• Results from your business activities; and 
• Is caused by a personal injury offense committed while this agreement 

is in effect.” 
 

Personal injury means injury, other than bodily injury or advertising injury, that’s 

caused by a personal injury offense.  Personal injury offense means any of the 

following offenses: 

• False arrest, detention, or imprisonment. 
• Malicious prosecution. 
• Wrongful entry into, or wrongful eviction from, a room, dwelling, or 

premises that a person occupies, if such entry or eviction is committed 
by or for the landlord, lessor, or owner of that room, dwelling, or 
premises. 

• Invasion of the right of private occupancy of a room, dwelling, or 
premises that a person occupies, if such entry or eviction is committed 
by or for the landlord, lessor, or owner of that room, dwelling, or 
premises. 

• Libel, or slander, in or with covered material. 

Case: 18-14427     Date Filed: 03/01/2019     Page: 9 of 22 



5 

• Making known to any person or organization covered material that 
disparages the business, premises, products, services, work, or 
completed work of others. 

• Making known to any person or organization covered material that 
violates a person’s right of privacy. 
 

Covered material means any material in any form of expression, including material 

made known in or with any electronic means of communications, such as the 

Internet.  (R. 32-1). 

 In a September 28, 2018 opinion, the district court held that St. Paul did not 

owe a duty to defend Millennium, finding that the “personal injury coverage” 

under Coverage B was not applicable to the claim at issue.  The court below held, 

inter alia, that the policyholder did not “make known” personal information and 

that alleged personal injuries did not “result[] from [the insured’s] business 

activities” as the policy required because any injuries did not result from 

Millennium’s business activities, but rather from the action of third parties.  This 

appeal followed. 

SUMMARY OF ARGUMENT 

In this case, Millennium, with the help of its corporate-parent claimant RHR, 

seeks to shoehorn into the terms of its traditional CGL policies a claim for data 

breach losses caused by the actions of third-party hackers.  The Court must 

determine whether the specified “personal injury offenses” insured under the terms 

of St. Paul’s CGL policy can somehow encompass a claim that Millennium failed 
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to prevent a third-party hacker from executing a data breach of RHR’s payment 

system.   

As courts around the country recognize, the personal injury provisions of 

CGL policies address certain intentional acts taken by an insured during the course 

of its businesses which allegedly result in personal injury.  That is not what 

happened here.  Rather, the underlying claim arose from a third-party cyber attack.  

It is undisputed that any release of the private data of hotel customers was 

accomplished through the installation of malware by third party hackers – not by 

Millennium.  The CGL policy’s specific, limited coverage of injury resulting from 

“personal injury offenses” does not apply. 

Although Millennium purchased cyber coverage, it apparently did not 

respond to the claim at issue because the breach took place before its effective 

date.2  However, Millennium cannot therefore be allowed to shoehorn the 

underlying claims that it failed to secure the private information of others into the 

CGL policies’ Coverage B personal injury offenses.  This Court must uphold the 

clear limits of the CGL policies’ terms.  Giving straightforward effect to insurance 

policies assures the stability necessary for the insurance system to function.  

                                                 
2  The record reflects that Millennium and affiliated companies, including 
RHR, did purchase cyber insurance in the form of a Beazley Breach Response 
policy, number W178DE150101, with effective dates of January 12, 2015 through 
February 1, 2016. (R. 72-4).  No coverage was afforded under that policy because 
the breach thus was deemed to have taken place prior to the Beazley Policy’s 
retroactive date of January 12, 2015. (R. 72-6). 
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ARGUMENT 

I. THERE IS NO PERSONAL INJURY COVERAGE FOR 
MILLENNIUM’S FAILURE TO PREVENT A DATA BREACH. 

Personal injury coverage under CGL policies is limited to injury arising out 

of a list of designated “offenses.”3  In this case, Millennium seeks to fit the 

allegations concerning its failure to prevent third party hackers from breaching 

RHR’s payment system into the Coverage B “personal injury offense” of:   

Making known to any person or organization covered material that 
violates a person’s right of privacy. 
   

However, Millennium did not “make known” any covered material; the claimant 

here, RHR, did not have a privacy right that was violated;4 and the data breach was 

caused by third party hackers, not from Millennium’s business activities. 

The parties agree that the data breach for which Millennium seeks coverage 

was the result of “cyber attacks” on RHR’s networks by third parties.  Millennium 

may well have failed to prevent that breach, but neither RHR nor Millennium has 

provided any facts to show that Millennium itself “made known” covered material 

to third parties in a way that violated a person’s right to privacy. 

                                                 
3   E.g., Whiteville Oil Co. v. Federated Mut. Ins. Co., 87 F.3d 1310 (4th Cir. 
1996) (“Unlike Coverage A which provides for coverage based on the harm 
suffered, Coverage B’s applicability depends upon whether the injuries arose from 
one of the enumerated offenses listed in the policy.”) 
4  Indeed, RHR is not seeking damages for a violation of its own privacy rights 
– which is what Coverage B contemplates.  Nor is RHR the victim of an 
intentional tort seeking damages for a violation of its privacy rights resulting from 
Millennium’s business activities.   
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Under the plain language of Coverage B, this coverage depends on whether 

the insured has committed an enumerated offense.  As courts around the country 

have observed, “personal injury provisions” of CGL policies are intended to reach 

only intentional acts by the insured[.]  Buell Indus., Inc. v. Greater N.Y. Mut. Ins. 

Co., 259 Conn. 527, 510 (2002).  See also Cnty. of Columbia v. Cont’l Ins. Co., 

634 N.E.2d 946, 950 (N.Y. 1994) (“[C]overage under the personal injury… 

provision … was intended to reach only purposeful acts undertaken by the insured 

or its agents.”); Gregory v. Tenn. Gas Pipeline Co., 948 F.2d 203, 209 (5th Cir. 

1991) (personal injury coverage “requires active, intentional conduct by the 

insured”).  

The Coverage B offense of “publication” of or “making known” material is 

not the same as an alleged failure to safeguard confidential material.  The conduct 

for which RHR seeks to hold Millennium responsible is not the “making known” 

of the hotels’ customers’ private information.  Rather, Millennium’s alleged 

liability is based on its failure to prevent third party hackers from accessing that 

information, and the mere failure to safeguard that information is not covered 

under the CGL policy.   

Innovak International, Inc. v. The Hanover Insurance Co., 280 F.Supp.3d 

1340 (M.D. Fla. 2017) is instructive.  There, the policyholder maintained software 

systems which contained W-2 and paystub information for public employees 

across the country.  Hackers infiltrated those systems and obtained personal 
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information of the employee end users, who filed a putative class action against the 

policyholder.  The policyholder sought coverage under Coverage B of its CGL 

policy, which included as an enumerated personal injury “offense”:  oral or written 

publication, in any manner, of material that violates a person’s right of privacy.”  

Id. at 1343.  The Innovak court held that the underlying claims did not allege a 

personal injury offense because they did not allege a publication by the 

policyholder, expressly rejecting the argument that Innovak’s negligent failure to 

prevent third parties from obtaining the claimants’ personal information could 

constitute “indirect” publication by Innovak for purposes of coverage.  It held that 

“the only plausible interpretation of Coverage B is that it requires the insured to be 

the publisher of the PPI.”  Id. at 1348.   

Likewise, in Zurich American Insurance Co. v. Sony Corporation of 

America, No. 651982/2011, 2014 WL 8382554 (N.Y.Sup. Ct. Feb. 21, 2014), the 

Supreme Court of New York reached the same conclusion in addressing this issue.  

There, underlying claimants alleged that the insured had failed to implement 

adequate security measures to protect their private information from internet 

hackers.  Addressing whether the third party hacker’s breach of the policyholder’s 

systems was covered under the analogous personal injury “offense” here at issue, 
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the Sony court held that the policy “requires the policyholder to perpetrate or 

commit the act” of publication.  Id. at *70.5     

These cases, like the District Court’s decision here, are in line with decisions 

across the country holding that there must actually be a publication of private 

information for there to be coverage under like policy language.6  In this case, the 

“offense” that Millennium committed, if anything, was not the “making known” or 

“publishing” of any material.  Millennium did not take any steps to communicate 

anything to the public:  in fact, it sought to keep the financial information of 
                                                 
5   The policy language in both Innovak and Sony provided coverage for oral or 
written publication “in any manner” of material that violates a person’s right of 
privacy.  Both courts rejected arguments that “in any manner” expands coverage to 
include “indirect” publication by the policyholder, finding instead that the phrase 
refers to the “medium” of publication.  Innovak, 280 F.Supp.3d at 1348; Sony, 
2014 WL 3253541 at *71.  Here, the Policies do not even use the phrase “in any 
manner.”   
6  E.g., Creative Hospitality Ventures, Inc. v. U.S. Liab. In. Co., 444 Fed. 
App’x 370, 375-76 (11th Cir. 2011) (the phrase “publication, in any matter” was 
unambiguous and did not apply when there was no dissemination of information to 
the public.); Recall Total Information Mgt., Inc. v. Federal Ins. Co., 317 Conn. 46 
(Conn. 2015) (affirming appellate court’s finding that policyholder’s loss of 
personal information did not constitute a “publication” for purposes of Coverage B 
coverage); Whole Enchilada, Inc. v. Travelers Prop. Cas. Co. of Am., 581 
F.Supp.2d 677, 697 (W.D. Pa. 2008) (holding that insurer had no duty to defend 
where underlying complaint did “not allege that [the policyholder] is liable for 
“publication”); Ticknor v. Rouse’s Enters. LLC, 2  F.Supp.3d 882, 896 (E.D. La. 
2014) (in order for “publication” to occur, the material must be “made generally 
known, announced publicly, disseminated to the public or released for 
distribution”); OneBeacon Am. Ins. Co. v. Urban Outfitters, Inc., No. 14-2976, 
2015 WL 5333845, at *2 (3d Cir. Sept. 15, 2015) (“publication requires 
dissemination to the public”); Terra Nova Ins. Co. v. Fray-Witzer, 869 N.E.2d 565, 
572 (2007) (communication required a “public announcement”). 
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RHR’s customer’s private.  Rather, Millennium’s alleged liability is based upon 

the data breach resulting from the installation by third parties of malware on 

RHR’s systems, which, in turn, is alleged to have resulted in the release of RHR’s 

customers’ credit card information.   

Florida law requires the construction of insurance contract terms according 

to their plain meaning.  E.g., Taurus Holdings, Inc. v. U.S. Fidelity and Guar. Co., 

913 So.2d 528, 532 (Fla. 2005).  Because the RHR claim does not allege a covered 

offense as specific in Coverage B of Millennium’s CGL policies, there is no 

coverage under the policies at issue.7 

II. ENFORCEMENT OF THE PLAIN INSURANCE CONTRACT 
TERMS SUPPORTS THE EFFICIENT FUNCTIONING OF THE 
INSURANCE SYSTEM. 

Finding coverage for the underlying “claim” by RHR would require this 

Court to ignore, rather than give effect to, the plain language of these CGL 

policies.  This would undermine the certainty and predictability necessary to the 

proper functioning of the insurance system. 

                                                 
7  The underlying claim does not fall within the Policies’ enumerated Coverage 
B offenses for the additional, independent reason that RHR’s alleged injury did not 
“result from [Millennium’s] business activities” but from the actions of third 
parties.  In order for personal injury coverage to apply, not only would Millennium 
have had to “make known” the covered material which violated a claimant’s right 
to privacy, but such action must have been the result of its business activities.  But 
in fact, the underlying purpose of Millennium’s data security business was 
precisely the opposite – to protect RHR customer data from exposure.   
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An insurance contract expresses an insurer’s agreement to accept, in return 

for a premium, a bounded and defined risk.  The assumed risks of multiple 

policyholders are covered out of the pool of assets generated from the premiums.  

Thus, a viable insurance system requires that an insurer know at the outset of the 

policy relationship what risks are assumed.  Expanding Coverage B to include the 

claim at issue here would undermine the risk-for-premium exchange.  In particular, 

the underwriters’ estimation of exposures becomes meaningless if the Coverage B 

exposure for which the insurer has calculated the risk is extended to encompass 

suits without regard to whether a policyholder has actually committed a designed 

offense.  Under such circumstances, risk calculation becomes next to impossible.   

In Pennsylvania National Mutual Casualty Insurance Co. v. Roberts, 668 

F.3d 106, 113 (4th Cir. 2012), the Fourth Circuit emphasized the dangers of 

“hold[ing] an insurance company liable for risks for which it never contracted and 

for which it never received premiums.”  As the Court made clear, if an insurance 

company cannot limit its risk through policy definitions and terms, “it will be 

unable to determine the precise risks assumed under a contract, which in turn will 

prevent it from accurately pricing coverage.”  Id. at 115.  Indeed, “[n]ot only will 

this hinder rational underwriting, but the higher premiums necessary to compensate 

for this rising uncertainty will be passed on to policyholders everywhere.”  Id.  See 

also Lawyers Title Ins. Corp. v. JDC (America) Corp., 52 F.3d 1575, 1584 (11th 

Cir.1995) (a finding that the title insurer “had a duty to wade into [a] partnership 
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morass …. would force insurers to ‘underwrite risks not bargained for by either 

party.”) (citing Pioneer Title Ins. Co. v. Fourth Commerce Properties Corp., 487 

So.2d 1051, 1054 (Fla. 1986)).   

Expanding the scope of coverage beyond the policy’s terms would “reward[] 

those who decline to purchase adequate coverage and ultimately punish[] those 

who do.”  Roberts, 668 F.3d at 110.  Millennium did not purchase cyber coverage 

to protect itself from the risk that it would fail in its efforts to secure the private 

information of others during the relevant time frame (supra fn.3).  But that does 

not mean that this Court should shoehorn the underlying claims that Millennium 

failed to safeguard confidential information into the CGL policies’ Coverage B 

offenses of “making known” covered material that violates a person’s right of 

privacy. 

III. MILLENNIUM’S COMMERCIAL GENERAL LIABILITY 
POLICIES DO NOT RESPOND TO THE LIABILITY AT ISSUE. 

An insured’s failure to safeguard information, including the failure to 

prevent a third party breach of data systems for which it is responsible, is not 

covered by the language of the St. Paul policy, which is widely-used in traditional 

CGL policies.  Given the staggering growth of cyber liabilities, a strong market has 

developed for specialty cyber insurance coverage that applies specifically to claims 

like this one.  As one well-known policyholder advocate has explained, cyber 

policies of this kind are “extremely valuable” because “there inevitably will be 
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gaps in coverage” with “traditional policies.”8  Millennium apparently did not fill 

that gap with a cyber policy that provided coverage during the relevant timeframe 

here, and it cannot contend successfully that the insurance that it did purchase 

covers the underlying claims in this matter. 

Indeed, given the limitations of CGL policies, commentators now widely 

recommend that corporations consider cyber insurance coverage to address risks 

association with data security lapses.  See e.g., Eric G. Orlinsky, Kathyrn L. 

Hickey & David T. Shafter, Cybersecurity: A Legal Perspective, 47 Md. St. Bar. J. 

30, 32, 34 (2014)(“As the pace and extent of data breaches increases, it is prudent 

for organizations to have adequate cyber insurance coverage.”).  Commentators 

also note that cyber policy forms may include specified coverage for “any failure 

to protect Confidential Information, the failure to “properly handle, manage, store, 

destroy or otherwise control Personal Information,” or the “release, unauthorized 

disclosure, theft of loss of Protected Data.”  Anderson, 49 Tort Trial & Ins. Prac. 

L.J. at 592 (2014) (quoting specimen policies offered by three insurers).  Indeed, 

“[cyber] policies provide coverage for risks not covered or specifically excluded by 

various types of traditional policies… [T]hey are intended to be unique coverages, 

and not overlapping in scope[.].”  Toni Scott Reed, Cyercrime: Losses, Claims and 

                                                 
8  Roberta D. Anderson, Viruses, Trojans, and Spyware, Oh My! The Yellow 
Brick Road to Coverage in the Land of Internet Oz, 49 Tort Trial & Ins. Prac. L.J. 
529, 592 (2014). 
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Potential Insurance Coverage for the Technology Hazards of the Twenty-First 

Century, 20 Fed. L.J. 55, 79 (2014).  Thus, it is no surprise that, as the district court 

held, the traditional CGL policies issued by St. Paul in this case do not respond to 

the third party data breach at issue here.   

CONCLUSION 

For the foregoing reasons, amici respectfully request that this Court affirm 

the district court’s decision granting summary judgment to St. Paul that there is no 

coverage under the personal injury provisions of the CGL policies. 

 

 Respectfully submitted, 

  
March 1, 2019 
 

/s/ Laura A. Foggan   
Laura A. Foggan 
CROWELL & MORING LLP 
1001 Pennsylvania Avenue, N.W. 
Washington, D.C.  20004 
Tel: (202) 624-2500 
Facsimile: (202) 628-5116 
 
Counsel for Amici Curiae 
 

 

Case: 18-14427     Date Filed: 03/01/2019     Page: 20 of 22 



 
 

CERTIFICATION OF COMPLIANCE 

This brief complies with the type-volume limitations set forth in Fed. R. 

App. P. 29(a)(5) and 32(a)(7)(B), because this brief contains 3,588 words, 

excluding the parts of the brief exempted by Fed. R. App. P. 32(a)(7)(B)(iii).  The 

“Word Count” function of Microsoft Word 2010 was used for this purpose. 

This brief complies with the typeface requirements of Fed. R. App. P. 

32(a)(5) and the typestyle requirements of Fed. R. App. P. 32(a)(6) because this 

brief has been prepared in a proportionally spaced typeface using Microsoft Word 

2010 in 14 point Times New Roman. 

March 1, 2019 
 

/s/ Laura A. Foggan   
Laura A. Foggan 
CROWELL & MORING LLP 
1001 Pennsylvania Avenue, N.W. 
Washington, D.C.  20004 
Tel: (202) 624-2500 
Facsimile: (202) 628-5116 
 
Counsel for Amici Curiae 
 

  

Case: 18-14427     Date Filed: 03/01/2019     Page: 21 of 22 



 
 

CERTIFICATE OF SERVICE 

I hereby certify that I electronically filed the foregoing brief with the Clerk 

for the United States Court of Appeals for the Eleventh Circuit by the CM/ECF 

system.  I certify that all participants in the case are registered CM/ECF users and 

that service will be accomplished by the CM/ECF system.     

 /s/ Laura A. Foggan   
Laura A. Foggan 
 
 

 

Case: 18-14427     Date Filed: 03/01/2019     Page: 22 of 22 


	CORPORATE DISCLOSURE STATEMENT
	INTEREST OF AMICI CURIAE
	STATEMENT OF THE ISSUES
	STATEMENT OF FACTS AND STATEMENT OF THE CASE
	SUMMARY OF ARGUMENT
	ARGUMENT
	I. THERE IS NO PERSONAL INJURY COVERAGE FOR MILLENNIUM’S FAILURE TO PREVENT A DATA BREACH.
	II. ENFORCEMENT OF THE PLAIN INSURANCE CONTRACT TERMS SUPPORTS THE EFFICIENT FUNCTIONING OF THE INSURANCE SYSTEM.
	III. MILLENNIUM’s COMMERCIAL GENERAL LIABILITY POLICIES DO NOT RESPOND to the liability at issue.
	CONCLUSION

